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• Our above model also allows non-adaptive (but not adaptive) programmability.

• Classical NO ROM of [Ananth-Bhaskar’13] uses a stateful Turing machine to model random oracle.
• Maintaining a state incompatible w.r.t. random oracle queries in quantum superposition.

“Programmed” 
Oracle

Adversary Random 
Oracle

Non-Observable QROM (NO QROM)

𝐻 𝐹

Setup phase Query phase

Reduction

Adversary

Reduction

E.g., replacing 𝐻 with an 
indistinguishable 

function 𝐹. 

Polynomial sized.

Interaction 
potentially quantum.



Extractable 
commitments

“Non-Observability”

Random 
Oracle

Non-Observable QROM (NO QROM)

Cryptosystem

Formalized by [Alamati-Maram-Masny’23].  



Extractable 
commitments

“Non-Observability”

Random 
Oracle

Non-Observable QROM (NO QROM)

Cryptosystem

Formalized by [Alamati-Maram-Masny’23].  



“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

Random 
Oracle

Extractor possibly 
knows a trapdoor.

Com

Msg

𝐻



“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

Random 
Oracle

Extractor possibly 
knows a trapdoor.

Com

Msg

𝐻′

Random 
Oracle

𝐻′′



Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|

Random 
Oracle

Extractor possibly 
knows a trapdoor.

Com

Msg

𝐻′

Random 
Oracle

𝐻′′



Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. 

Random 
Oracle

Extractor possibly 
knows a trapdoor.

Com

Msg

𝐻′

Random 
Oracle

𝐻′′



Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟
Random 
Oracle

Extractable Commitments in NO QROM

𝐻′

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Setup phase



Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟
Random 
Oracle

Extractable Commitments in NO QROM

𝐻′

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Setup phase

Makes at-most 𝑞 
queries to 𝐻′.  



Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟
Random 
Oracle

Extractable Commitments in NO QROM

𝐻′

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Setup phase

Replace 𝐻′ with a random 
polynomial 𝐹 of degree 

(2𝑞 − 1) over 𝔽2|Msg|+|𝑟|. 

Makes at-most 𝑞 
queries to 𝐻′.  



Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟
Random 
Oracle

Extractable Commitments in NO QROM

𝐻′

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Setup phase

Replace 𝐻′ with a random 
polynomial 𝐹 of degree 

(2𝑞 − 1) over 𝔽2|Msg|+|𝑟|. 

Makes at-most 𝑞 
queries to 𝐻′.  

Perfect indistinguishability 
of 𝐻′ and 𝐹 follows from 

[Zhandry’12a]. 



Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟
Random 
Oracle

Extractable Commitments in NO QROM

𝐻′

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Setup phase

Replace 𝐻′ with a random 
polynomial 𝐹 of degree 

(2𝑞 − 1) over 𝔽2|Msg|+|𝑟|. 

Perfect indistinguishability 
of 𝐻′ and 𝐹 follows from 

[Zhandry’12a]. 

Polynomial 𝐹.

Makes at-most 𝑞 
queries to 𝐻′.  



Programmed 
Oracle

Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐹

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Query phase



Programmed 
Oracle

Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐹

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Query phase

Com

Co𝑚 = 𝐹 Msg, 𝑟 ||𝐻′′ Msg, 𝑟



Programmed 
Oracle

Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐹

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Query phase

Com

Co𝑚 = 𝐹 𝑥 ||𝐻′′ 𝑥



Programmed 
Oracle

Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐹

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Query phase

Com

Co𝑚 = 𝐹 𝑥 ||𝐻′′ 𝑥

𝑦1 𝑦2



Programmed 
Oracle

Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐹

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. Query phase

Com

Co𝑚 = 𝐹 𝑥 ||𝐻′′ 𝑥

𝑦1 𝑦2

Computes roots of 
polynomial 𝐹 𝑋 − 𝑦1.



Programmed 
Oracle

Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐹

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. 

Com

Co𝑚 = 𝐹 𝑥 ||𝐻′′ 𝑥

𝑦1 𝑦2

Query phase



Programmed 
Oracle

Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐹

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. 

Com

Co𝑚 = 𝐹 𝑥 ||𝐻′′ 𝑥

𝑦1 𝑦2

Checks if 
𝐻′′ 𝑥′ = 𝑦2.

Query phase



Programmed 
Oracle

Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐹

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. 

Com

MsgCo𝑚 = 𝐹 𝑥 ||𝐻′′ 𝑥

𝑦1 𝑦2

Query phase



Programmed 
Oracle

Same domain and 
co-domain required 

for extraction.

“Textbook” hash-based commitment: 
Com = 𝐻 Msg, 𝑟

= 𝐻′ Msg, 𝑟 ||𝐻′′ Msg, 𝑟

Extractable Commitments in NO QROM

𝐹

Random 
Oracle

𝐻′′

𝐻′: {0,1}|Msg|+|𝑟|

  → {0,1}|Msg|+|𝑟|
𝐻′′: {0,1}|Msg|+|𝑟|

  → {0,1}𝜔(log λ)

Required for 
(statistical) binding. 

Com

MsgCo𝑚 = 𝐹 𝑥 ||𝐻′′ 𝑥

𝑦1 𝑦2

Similar extraction technique 
used by [Targhi-Unruh’16] in 
the context of plain QROM 
security of FO transforms.

Query phase



Extractable 
commitments

“Non-Observability”

Random 
Oracle

Non-Observable QROM (NO QROM)

Cryptosystem

Formalized by [Alamati-Maram-Masny’23].  



• Obtained shorter 
commitments using “small-
range distribution” 
technique of [Zhandry’12b]
• However, requires 

superpolynomial extractors.

• Showed hiding property of 
our commitments via the 
notion of non-malleability.

Extractable 
commitments

“Non-Observability”

Random 
Oracle

Non-Observable QROM (NO QROM)

Cryptosystem

Formalized by [Alamati-Maram-Masny’23].  



“Non-Observability”

Random 
Oracle

Non-Observable QROM (NO QROM)

Cryptosystem

Formalized by [Alamati-Maram-Masny’23].  



Full-Domain Hash
(FDH) Signature

EUF-CMA Secure Signatures in NO QROM

Formalized by [Bellare-Rogaway’93]. 



Trapdoor 
Permutation (TDP)

Full-Domain Hash
(FDH) Signature

EUF-CMA Secure Signatures in NO QROM

Random 
Oracle

Formalized by [Bellare-Rogaway’93]. 

+



• Shown to be secure in the classical NO 
ROM by [Ananth-Bhaskar’13].
• However, their proof breaks down in 

the quantum setting.

• We prove security of FDH signatures in the 
NO QROM [Alamati-Maram-Masny’23].
• Adapted [Zhandry’12a]’s plain QROM 

security proof.

• However, no concrete instantiations of 
post-quantum TDPs known.

Trapdoor 
Permutation (TDP)

Full-Domain Hash
(FDH) Signature

EUF-CMA Secure Signatures in NO QROM

Random 
Oracle

Formalized by [Bellare-Rogaway’93]. 



• Shown to be secure in the classical NO 
ROM by [Ananth-Bhaskar’13].
• However, their proof breaks down in 

the quantum setting.

• We prove security of FDH signatures in the 
NO QROM [Alamati-Maram-Masny’23].
• Adapted [Zhandry’12a]’s plain QROM 

security proof.

• However, no concrete instantiations of 
post-quantum TDPs known.

Trapdoor 
Permutation (TDP)

Full-Domain Hash
(FDH) Signature

EUF-CMA Secure Signatures in NO QROM

Random 
Oracle

Formalized by [Bellare-Rogaway’93]. 



• Shown to be secure in the classical NO 
ROM by [Ananth-Bhaskar’13].
• However, their proof breaks down in 

the quantum setting.

• We prove security of FDH signatures in the 
NO QROM [Alamati-Maram-Masny’23].
• Adapted [Zhandry’12a]’s plain QROM 

security proof.

• However, no concrete instantiations of 
post-quantum TDPs known.

Trapdoor 
Permutation (TDP)

Full-Domain Hash
(FDH) Signature

EUF-CMA Secure Signatures in NO QROM

Random 
Oracle

Formalized by [Bellare-Rogaway’93]. 



• Shown to be secure in the classical NO 
ROM by [Ananth-Bhaskar’13].
• However, their proof breaks down in 

the quantum setting.

• We prove security of FDH signatures in the 
NO QROM [Alamati-Maram-Masny’23].
• Adapted [Zhandry’12a]’s plain QROM 

security proof.

• However, no concrete instantiations of 
post-quantum TDPs known.

Trapdoor 
Permutation (TDP)

Full-Domain Hash
(FDH) Signature

EUF-CMA Secure Signatures in NO QROM

Random 
Oracle

Formalized by [Bellare-Rogaway’93]. 



• Shown to be secure in the classical NO 
ROM by [Ananth-Bhaskar’13].
• However, their proof breaks down in 

the quantum setting.

• We prove security of FDH signatures in the 
NO QROM [Alamati-Maram-Masny’23].
• Adapted [Zhandry’12a]’s plain QROM 

security proof.

• However, no concrete instantiations of 
post-quantum TDPs known.

Trapdoor 
Permutation (TDP)

Full-Domain Hash
(FDH) Signature

EUF-CMA Secure Signatures in NO QROM

Random 
Oracle

Formalized by [Bellare-Rogaway’93]. 

Quantum-secure?



• ROM security proof of history-free 
signatures can be lifted to (plain) QROM 
[Boneh-Dagdelen-Fischlin-Lehmann-
Schaffner-Zhandry’11].

• We extend the above result to show 
security in the NO QROM [Alamati-
Maram-Masny’23].

• Lattice-based signatures of [Gentry-
Peikert-Vaikuntanathan’08] and Fiat-
Shamir signatures in [Kiltz-Lyubashevsky-
Schaffner’18] are history-free. 

Hard Problem

History-Free
Signature

EUF-CMA Secure Signatures in NO QROM

Formalized by [Boneh-Dagdelen-Fischlin-
Lehmann-Schaffner-Zhandry’11]. 

Random 
Oracle



• ROM security proof of history-free 
signatures can be lifted to (plain) QROM 
[Boneh-Dagdelen-Fischlin-Lehmann-
Schaffner-Zhandry’11].

• We extend the above result to show 
security in the NO QROM [Alamati-
Maram-Masny’23].

• Lattice-based signatures of [Gentry-
Peikert-Vaikuntanathan’08] and Fiat-
Shamir signatures in [Kiltz-Lyubashevsky-
Schaffner’18] are history-free. 

Programmed 
Oracle

Hard Problem

History-Free
Signature

EUF-CMA Secure Signatures in NO QROM

Formalized by [Boneh-Dagdelen-Fischlin-
Lehmann-Schaffner-Zhandry’11]. 

Queries answered 
independently of the 

“history” of previous queries.



• ROM security proof of history-free 
signatures can be lifted to (plain) QROM 
[Boneh-Dagdelen-Fischlin-Lehmann-
Schaffner-Zhandry’11].

• We extend the above result to show 
security in the NO QROM [Alamati-
Maram-Masny’23].

• Lattice-based signatures of [Gentry-
Peikert-Vaikuntanathan’08] and Fiat-
Shamir signatures in [Kiltz-Lyubashevsky-
Schaffner’18] are history-free. 

Programmed 
Oracle

Hard Problem

History-Free
Signature

EUF-CMA Secure Signatures in NO QROM

Formalized by [Boneh-Dagdelen-Fischlin-
Lehmann-Schaffner-Zhandry’11]. 

Queries answered 
independently of the 

“history” of previous queries.



• ROM security proof of history-free 
signatures can be lifted to (plain) QROM 
[Boneh-Dagdelen-Fischlin-Lehmann-
Schaffner-Zhandry’11].

• We extend the above result to show 
security in the NO QROM [Alamati-
Maram-Masny’23].

• Lattice-based signatures of [Gentry-
Peikert-Vaikuntanathan’08] and Fiat-
Shamir signatures in [Kiltz-Lyubashevsky-
Schaffner’18] are history-free. 

Programmed 
Oracle

Hard Problem

History-Free
Signature

EUF-CMA Secure Signatures in NO QROM

Formalized by [Boneh-Dagdelen-Fischlin-
Lehmann-Schaffner-Zhandry’11]. 

Queries answered 
independently of the 

“history” of previous queries.



“Non-Observability”

Random 
Oracle

Non-Observable QROM (NO QROM)

Cryptosystem

Formalized by [Alamati-Maram-Masny’23].  



“Non-Observability”

Random 
Oracle

Non-Observable QROM (NO QROM)

Cryptosystem

Formalized by [Alamati-Maram-Masny’23].  



CCA-Secure PKE

CCA-Secure Public-Key Encryption in NO QROM



CCA-Secure PKE

CCA-Secure Public-Key Encryption in NO QROM

Transformation introduced by 
[Fujisaki-Okamoto’99]. 

Random 
Oracle

CPA-Secure PKE

+



• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability.)

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.

CCA-Secure PKE

Random 
Oracle

Transformation introduced by 
[Fujisaki-Okamoto’99]. 

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE



• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability.)

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.

CCA-Secure PKE

Random 
Oracle

Transformation introduced by 
[Fujisaki-Okamoto’99]. 

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE



CCA-Secure PKE

Random 
Oracle

Transformation introduced by 
[Fujisaki-Okamoto’99]. 

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE

• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability).

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.



CCA-Secure PKE

Random 
Oracle

Transformation introduced by 
[Alamati-Maram-Masny’23]

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE

• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability).

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.



CCA-Secure PKE

Random 
Oracle

Transformation introduced by 
[Fujisaki-Okamoto’99]. 

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE

Msg Ctxt

Msg Ctxt

• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability).

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.



• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability).

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.

CCA-Secure PKE

Random 
Oracle

Transformation introduced by 
[Alamati-Maram-Masny’23]

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE

CtxtMsg

Msg Ctxt



CCA-Secure PKE

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE

Construction by 
[Koppula-Waters’19]. 

“Hinting” 
PRG+

• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability).

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.



CCA-Secure PKE

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE

Construction by 
[Koppula-Waters’19]. 

“Hinting” 
PRG+

PRG with a stronger 
security guarantee.

• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability).

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.



CCA-Secure PKE

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE

Construction by 
[Koppula-Waters’19]. 

“Behaves” as a hinting 
PRG in the NO QROM 

[Alamati-Maram-
Masny’23]. 

Random 
Oracle

• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability).

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.



CCA-Secure PKE

CCA-Secure Public-Key Encryption in NO QROM

CPA-Secure PKE

Construction by 
[Koppula-Waters’19]. 

“Behaves” as a hinting 
PRG in the NO QROM 

[Alamati-Maram-
Masny’23]. 

Random 
Oracle

Shown using a “non-
observable” variant of 
the OW2H technique 

of [Unruh’16].

• Shown to be secure in the classical ROM by 
[Fujisaki-Okamoto’99]. 

• Was later proven to be secure in the (plain) 
QROM by [Don-Fehr-Majenz-Schaffner’22].

• However, above security proofs crucially 
rely on observability (and programmability).

• We provide an alternative “CPA → CCA” 
transform that can be proven secure in the 
NO QROM…[Alamati-Maram-Masny’23]
• … but at the expense of efficiency.



Extractable 
commitments

“Non-Observability”

Random 
Oracle

Non-Observable QROM (NO QROM)

Cryptosystem

Formalized by [Alamati-Maram-Masny’23].  


	Slide 1: Non-Observable Quantum Random Oracle Model
	Slide 2: NO QROM(!)
	Slide 3: Random Oracle Model (ROM)
	Slide 4: Random Oracle Model (ROM)
	Slide 5: Random Oracle Model (ROM)
	Slide 6: Random Oracle Model (ROM)
	Slide 7: Random Oracle Model (ROM)
	Slide 8: Random Oracle Model (ROM)
	Slide 9: Random Oracle Model (ROM)
	Slide 10: Non-Observable ROM (NO ROM)
	Slide 11: Non-Observable ROM (NO ROM)
	Slide 12: Non-Observable ROM (NO ROM)
	Slide 13: Non-Observable ROM (NO ROM)
	Slide 14: Non-Observable ROM (NO ROM)
	Slide 15: Non-Observable ROM (NO ROM)
	Slide 16: Non-Observable ROM (NO ROM)
	Slide 17: Non-Observable ROM (NO ROM)
	Slide 18: Non-Observable ROM (NO ROM)
	Slide 19: Non-Observable ROM (NO ROM)
	Slide 20: Non-Observable ROM (NO ROM)
	Slide 21: Non-Observable QROM (NO QROM)
	Slide 22: (Classical) Random Oracle Model (ROM)
	Slide 23: Quantum Random Oracle Model (QROM)
	Slide 24: Quantum Random Oracle Model (QROM)
	Slide 25: Quantum Random Oracle Model (QROM)
	Slide 26: Non-Observable QROM (NO QROM)
	Slide 27: Non-Observable QROM (NO QROM)
	Slide 28: Non-Observable QROM (NO QROM)
	Slide 29: Non-Observable QROM (NO QROM)
	Slide 30: Non-Observable QROM (NO QROM)
	Slide 31: Non-Observable QROM (NO QROM)
	Slide 32: Non-Observable QROM (NO QROM)
	Slide 33: Non-Observable QROM (NO QROM)
	Slide 34: Non-Observable QROM (NO QROM)
	Slide 35: Non-Observable QROM (NO QROM)
	Slide 36: Non-Observable QROM (NO QROM)
	Slide 37: Non-Observable QROM (NO QROM)
	Slide 38: Non-Observable QROM (NO QROM)
	Slide 39: Extractable Commitments in NO QROM
	Slide 40: Extractable Commitments in NO QROM
	Slide 41: Extractable Commitments in NO QROM
	Slide 42: Extractable Commitments in NO QROM
	Slide 43: Extractable Commitments in NO QROM
	Slide 44: Extractable Commitments in NO QROM
	Slide 45: Extractable Commitments in NO QROM
	Slide 46: Extractable Commitments in NO QROM
	Slide 47: Extractable Commitments in NO QROM
	Slide 48: Extractable Commitments in NO QROM
	Slide 49: Extractable Commitments in NO QROM
	Slide 50: Extractable Commitments in NO QROM
	Slide 51: Extractable Commitments in NO QROM
	Slide 52: Extractable Commitments in NO QROM
	Slide 53: Extractable Commitments in NO QROM
	Slide 54: Extractable Commitments in NO QROM
	Slide 55: Extractable Commitments in NO QROM
	Slide 56: Extractable Commitments in NO QROM
	Slide 57: Non-Observable QROM (NO QROM)
	Slide 58: Non-Observable QROM (NO QROM)
	Slide 59: Non-Observable QROM (NO QROM)
	Slide 60: EUF-CMA Secure Signatures in NO QROM
	Slide 61: EUF-CMA Secure Signatures in NO QROM
	Slide 62: EUF-CMA Secure Signatures in NO QROM
	Slide 63: EUF-CMA Secure Signatures in NO QROM
	Slide 64: EUF-CMA Secure Signatures in NO QROM
	Slide 65: EUF-CMA Secure Signatures in NO QROM
	Slide 66: EUF-CMA Secure Signatures in NO QROM
	Slide 67: EUF-CMA Secure Signatures in NO QROM
	Slide 68: EUF-CMA Secure Signatures in NO QROM
	Slide 69: EUF-CMA Secure Signatures in NO QROM
	Slide 70: EUF-CMA Secure Signatures in NO QROM
	Slide 71: Non-Observable QROM (NO QROM)
	Slide 72: Non-Observable QROM (NO QROM)
	Slide 73: CCA-Secure Public-Key Encryption in NO QROM
	Slide 74: CCA-Secure Public-Key Encryption in NO QROM
	Slide 75: CCA-Secure Public-Key Encryption in NO QROM
	Slide 76: CCA-Secure Public-Key Encryption in NO QROM
	Slide 77: CCA-Secure Public-Key Encryption in NO QROM
	Slide 78: CCA-Secure Public-Key Encryption in NO QROM
	Slide 79: CCA-Secure Public-Key Encryption in NO QROM
	Slide 80: CCA-Secure Public-Key Encryption in NO QROM
	Slide 81: CCA-Secure Public-Key Encryption in NO QROM
	Slide 82: CCA-Secure Public-Key Encryption in NO QROM
	Slide 83: CCA-Secure Public-Key Encryption in NO QROM
	Slide 84: CCA-Secure Public-Key Encryption in NO QROM
	Slide 85: Non-Observable QROM (NO QROM)

