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| Reminders on modes of operation
Problem

Being given a long message and a secure block cipher (e.g. AES), how to
encrypt the message?
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Problem
Being given a long message and a secure block cipher (e.g. AES), how to
encrypt the message?

What if we simply encrypt each block?
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Figure: Original image Figure: Encrypted image
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Reminders on modes of operation

Problem
Being given a long message and a secure block cipher (e.g. AES), how to
encrypt the message?

What if we simply encrypt each block?

p'q e
Figure: Original image Figure: Encrypted image

Modes of operation allow us to securely encrypt long messages.
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| Example: CTR mode
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| Example: CTR mode
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In particular, it acts as a stream cipher: EncC™?(m

(pseudo)random s.
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History of the security of these modes

CBC/OFB
CTRIOFB with PRP  with gPRP

IND-CPA

IND-CPA Classical learning queries, Classical challenge queries
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| History of the security of these modes

CBC/OFB
CTRIOFB  ith PRP  with gPRP
IND-CPA v v v
IND-qCPAT /2 o’ V2

qIND-qCPA3

IND-CPA Classical learning queries, Classical challenge queries
IND-qgCPA Quantum learning queries, Classical challenge queries

qIND-qCPA Quantum/Classical learning queries, Quantum challenge
queries

'Boneh and Zhandry, “Secure Signatures and Chosen Ciphertext Security in a Quantum

Computing World”, In: CRYPTO 2013.

2Anand et al., “Post-Quantum Security of the CBC, CFB, OFB, CTR, and XTS Modes of

Operation”, In: PQCrypto 2016.
3Carstens et al., “Relationships Between Quantum IND-CPA Notions”, In: TCC 2021.
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| History of the security of these modes

CBC/OFB
CTRIOFB  ith PRP  with gPRP
IND-CPA v v v
IND-qCPAT /2 o’ V2

qIND-qCPA3  This work This work  This work

IND-CPA Classical learning queries, Classical challenge queries
IND-qgCPA Quantum learning queries, Classical challenge queries

qIND-qCPA Quantum/Classical learning queries, Quantum challenge
queries

'Boneh and Zhandry, “Secure Signatures and Chosen Ciphertext Security in a Quantum

Computing World”, In: CRYPTO 2013.

2Anand et al., “Post-Quantum Security of the CBC, CFB, OFB, CTR, and XTS Modes of

Operation”, In: PQCrypto 2016.
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qIND-qCPA security of CBC, CFB, CTR and OFB

Other
gIND-qCPA
notions
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| qIND-qCPA-P13 security notion

Ochallenge
b & {0,1}

7r<i62n

Olearning

6/11 August 17, 2023 PQCrypto 2023

k & KGen(\)

TELEEUM
wris
5 i |

1P PARIS




| qIND-qCPA-P13 security notion

Ochallenge
b & {0,1}

7r<i62n

Olearning

6/11 August 17, 2023 PQCrypto 2023

k & KGen(\)

TELEEUM
wris
5 i |

1P PARIS
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| qIND-qCPA-P13 security notion
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| qIND-qCPA-P13 security notion
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| Example: qIND-qCPA-P13 insecurity of a stream cipher

Ency(m)=mos
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Ency(m)=mos
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A sends Nl

>~ |m) to the challenge oracle.
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Ency(m)=mos

A sends \15 %: |m) to the challenge oracle.
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| Example: qIND-qCPA-P13 insecurity of a stream cipher

Ency(m)=mos

A sends \15 %: |m) to the challenge oracle.
lfb=0 \/%;W,m@s)
fb=1 %Z|m w(m) @ s)
m

Ix,y) = |x,y @ x) is a valid transformation.
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Ix,y) = |x,y @ x) is a valid transformation.
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| Example: qIND-qCPA-P13 insecurity of a stream cipher

Ency(m)=mos

A sends \15 %: |m) to the challenge oracle.

lfb=0 \/%;W,m@s)

fb=1 12"%:|m7r() s)

Ix,y) = |x,y @ x) is a valid transformation.
lfb=0 L3 |m,s)

V2n
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| Example: qIND-qCPA-P13 insecurity of a stream cipher

Ency(m)=mos

A sends \15 %: |m) to the challenge oracle.
lfb=0 \/%;W,m@s)
fb=1 %Z|m w(m) @ s)
m

|x,y) — |x,y @ x) is a valid transformation.
fb=0 \/127§|m,s>
lfb=1 \/127%:|m,m697r(m)@5>

In the Hadamard basis: P[|0)] = 1if b =0, 5= otherwise.
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| Example: qIND-qCPA-P13 insecurity of a stream cipher

Ency(m)=mos

A sends \15 %: |m) to the challenge oracle.
lfb=0 \/%;W,m@s)

fb=1 %%ﬂm w(m) @ s)

|x,y) — |x,y @ x) is a valid transformation.
fb=0 \/127§|m,s>
lfb=1 \/127%:|m,m697r(m)@5>

In the Hadamard basis: P[|0)] = 1 if b = 0, 5= otherwise. No (other)
property of Enc has been used!
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_ Public randomization is qIND-qCPA-P5-insecure

Suppose:
B Ence(x, r) = f(g(x, r)) with g being public (e.g. XOR)
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_ Public randomization is qIND-qCPA-P5-insecure

Suppose:

B Ence(x, r) = f(g(x, r)) with g being public (e.g. XOR)

B ris known by the adversary

Then Enc is qIND-qCPA-P5-insecure.
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_ One-to-one encryption is qIND-qCPA-P8-insecure
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_ One-to-one encryption is qIND-qCPA-P8-insecure

Suppose:
B Enc: {0,1}™ x {0,1}P — {0,1}", with m being the message length
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_ One-to-one encryption is qIND-qCPA-P8-insecure

Suppose:
B Enc: {0,1}™ x {0,1}P — {0,1}", with m being the message length

Then there is an adversary with advantage 22—m in the gIND-qCPA-P8 game of

Enc.
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_ One-to-one encryption is qIND-qCPA-P8-insecure

Suppose:
B Enc: {0,1}™ x {0,1}P — {0,1}", with m being the message length

Then there is an adversary with advantage 22—m in the qIND-qCPA-P8 game of

Enc.
Invalidates most modes of operation. ..
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_ One-to-one encryption is qIND-qCPA-P8-insecure

Suppose:
B Enc: {0,1}™ x {0,1}P — {0,1}", with m being the message length

Then there is an adversary with advantage 22—m in the qIND-qCPA-P8 game of

Enc.
Invalidates most modes of operation. .. without authenticity tag.
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I Conclusion

Shown results

B Adapted Anand et al.’s results to all IND-qCPA notions
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Relevance of the qIND-qCPA security notions

m Attacks are generic: how bad is it for a scheme to be
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I Conclusion

Shown results
B Adapted Anand et al.’s results to all IND-qCPA notions
B gIND-qCPA-P183-insecurity of CBC, CTR, OFB and CFB
B Two general results on qIND-qCPA-P5 and qIND-qCPA-P8 security

Relevance of the qIND-qCPA security notions

m Attacks are generic: how bad is it for a scheme to be

qIND-qCPA-P13-insecure?
B No equivalent semantic security notion for most qIND-qCPA notions

Takeaway: we need to perform more research to define a useful qIND-qCPA-
mAI

W2 1P PARIS

notion.

10/11 August 17, 2023 PQCrypto 2023




Thank you!

TELEFUM
&
EZET

11/11 August 17, 2023 PQCrypto 2023 W2 1P PARIS




_ What are the qIND-qCPA security notions?

Two oracles for the IND-CPA game:

Query m — Ency(m)
Challenge mg, my — Ency (mp)
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_ What are the qIND-qCPA security notions?

Two oracles for the IND-CPA game:
Query m — Ency(m)

Challenge mg, my —
Enc, (mp) , Ency (rrg)
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_ What are the qIND-qCPA security notions?

Challenge type To choose from:
B | eft-or-Right
B 2-ciphertexts
B Real-or-Random

Two oracles for the IND-CPA game:

Query m — Ency(m)
Challenge m — Ency (72(m))
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_ What are the qIND-qCPA security notions?

Two oracles for the IND-CPA game:

Query |x,y) —
X,y @® Enck(x)>
Challenge |x,y) —

|,y ® Ency (70(x)))
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_ What are the qIND-qCPA security notions?

Two oracles for the IND-CPA game:

Query |x) —

Challenge |x) —
|x, Enci (72(x)))

x, Enci(x))
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_ What are the qIND-qCPA security notions?

Two oracles for the IND-CPA game:

Query [x) — |Enck(x))
Challenge |x) = |Ency (7°(x)))
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_ What are the qIND-qCPA security notions?

Two oracles for the IND-CPA game:

Query [x) — |Enck(x))
Challenge |x) = |Ency (7°(x)))

Challenge type To choose from:

B | eft-or-Right

B 2-ciphertexts

B Real-or-Random
Number of challenge queries A

single or poly(\)
Oracle type To choose from:

® Classical

® Standard

B Embedding

B Erasing

— Many notions, some of them being equivalent.
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_ What are the qIND-qCPA security notions?

Two oracles for the IND-CPA game:

Query [x) — |Enck(x))
Challenge |x) = |Ency (7°(x)))

Challenge type To choose from:

B | eft-or-Right

B 2-ciphertexts

B Real-or-Random
Number of challenge queries A

single or poly(\)
Oracle type To choose from:

® Classical

® Standard

B Embedding

B Erasing

— Many notions, some of them being equivalent.

— 14 different qIND-qCPA notions
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