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Distributing trust in quantum-safe networks (“Do not pull all 

your eggs in one basket”)

Hybridization approach (combining PQC/QKD)

CENTRAL TOPICS TO BE COVERED
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QUANTUM KEY DISTRIBUTION
Establishing Shared Keys with Perfect Secrecy (ideally)



• Main features:

• Perfectly secret key 

distribution

• Between any two end-

points

• Terrestrially or via space
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QUANTUM KEY DISTRIBUTION (QKD)

Key Establishment Scheme. Source: ETSI QKD GS 014 v1.1.1
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QKD NETWORKS

QKD Network connecting different sites. Source: ETSI GS QKD 014 V1.1.1

• Gaps to solve:

• QKD links have a 

limited range (depending on 

technology and desired key 

bit-rates)

• Needs:

• Trusted nodes to bridge 

longer distances

• Pre-shared keys to authen-

ticate link-to-link nodes



1. "QKD is [...] a solution for 

transforming a non-confidential 

authenticated channel into a 

confidential authenticated one." 

(Huttner et al.)

2. Trusted nodes are needed for long-

range QKD
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LIMITATIONS FOR LONG-RANGE QKD NETWORKS

Source: https://arxiv.org/pdf/2210.01636.pdf

https://arxiv.org/pdf/2210.01636.pdf


• Problem:

• Authentication via pre-shared keys (PSKs) 

is only link-to-link, but not end-to-end

• Reason: authentication is not transitive

• One solution:

• Unique PSKs for each entity (results in 

O(N^2) PSKs for N entities)

• Requires offline key exchanges (e.g., via 

a “trusted courier”)

• Manageable on a QKD device basis (but 

inefficient when the network gets larger)

817/08/2023

LIMIT 1: END-TO-END AUTHENTICITY

QKD network. Source: ETSI GS QKD 002 V1.1.1



• Problem:

• Nodes on the QKD path learn secret 

keys (need to be trusted)

• What happens if one node 

is compromised?

• One solution:

• Hybridization, i.e., combine with post-

quantum secure (PQC) mechanisms

• Establishes end-to-end security (albeit 

under computational assumptions)
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LIMIT 2: TRUSTED NODES

Possible path

Compromised

PQC



HYBRID AUTHENTICATED KEY 
EXCHANGES
Authenticated Key Exchanges with End-to-End Confidentiality



• Main features:

• (Session-based) protocol 

between two entities

• Establishes authenticated 

shared key

• Goals:

• Authenticity of both entities

• Confidentiality of exchanged 

messages

• Desired features: forward and 

post-compromise security
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PRIMITIVE: HYBRID AUTHENTICATED KEY 

EXCHANGE (HAKE)

• Authentication via:

• PSKs, certificates, or passwords

• (Ephemeral) keys via:

• Key encapsulation mechanisms 

and QKD keys



• Combining:

• Keys from QKD layer

• PQC key encapsulation mechanism

• Optional: keys from classical cryptography

• PSK for authentication

• Benefits:

• End-to-end authentication and 
confidentiality (relying on PSKs)

• Forward/PC security (e.g., if PQC fails, 

guarantees for QKD still hold for 
older/newer sessions)

• "Backwards-compatibility" (i.e., add a 

PQC/QKD layer to existing classical one)
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HAKE INSTANTIATION: MUCKLE

Key Derivation

PQCQKD Classic

Shared 

Authenticated Key



• Result:

• "Muckle with PQC signatures for end-

to-end authentication" via a PKI instead 
of PSKs at end-user site (surprisingly 

non-trivial)

• Distinguishing feature:

• We opted for SIGMA-style protocol

• To establish end-to-end authentication 

with signatures, PQC KEMs are required 

due to the (single-path) QKD trusted-
node issue

• Fallback: if we want to allow the PQC 

KEM to fail, multi-path QKD is needed
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OUR PROPOSAL: MUCKLE+

QKD Network connecting different sites. Source: ETSI GS QKD 014 V1.1.1



• Forward security is an important 

security feature which is well-researched 

for key exchange and has gained massive 

interest in other domains (e.g., FS-PKE, 

FS 0-RTT KE, ...)

• Post-compromise (PC) security allows 

channels to "heal"

• Implies important threat mitigation: 

"store-now decrypt-later" attacks are 

mitigated via forward security
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QUANTUM-SAFE SECURITY OF MUCKLE/+

Safe session

QKD or PQC 
secret leaks

Safe session

Safe session

All secrets 
leak

No security

QKD or PQC 
secret leaks

Safe session

Forward Security PC
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IMPLEMENTATION RESULTS

• Real QKD systems:

• 1-2 kbit/s key rate

• up to 1 second delay to fetch 256-bit keys 

from QKD devices

• Choice of PQC (signatures) schemes does not 

impact performance

• Delay from QKD systems dominate over 

overhead from signature and public key 

sizes



• Massive interest in PQC (NIST, BSI, ANSSI, ...) and QKD (EuroQCI, IRIS2, ...) 

with huge number of currently ongoing projects

• Building large-scale quantum-safe networks with end-to-end authenticity, 

integrity, and confidentiality is non-trivial

• Hybrid AKEs hedge against various forms of future threats with strong forward 

and post-compromise security for the to-be-anticipated quantum-safe networks

• ePrint version: https://eprint.iacr.org/2023/653
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TAKEAWAYS

https://eprint.iacr.org/2023/653
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