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McEliece-like scheme (rank metric)
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We can identify any vectorx = (x, ...,

Rank metric codes

n . .
x,) € Fymasanm X nmatrixin [/

B =(by,...,b,)isan I]:q-basis of [qu

>

m
A = Z X; 1b;
=1

- rank,(x) = rank(X)

- Givenx,y € I]:’;m, the rank distance d(x,y) := rank (x —y)

- Arank metric code 6 of length n, dimension k and distance d is an I nsubspace of [F’q”lm whered = min rank,(c)

ce¢\0
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The g-sum operator

-Gl = (! c € B
- N(G) =€+ ... + &' is the (i-th) g-sum of €

-c=(61,...,Cn)EC¢?Q[Fzm - o= (Cq:“"crcz])

l

G, generator matrix of 6
G ,
n

PQCrypto 2023

A (G) is a generator matrix of A (6)

A(G) =

G

G[l]

G[i]

n

i+ Dk
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Gabidulin codes

cxld = Xqi
- F(X) :de[d] + ...+ fix1H + fowithf, # Ois a g-polynomial
- degqF =d

Giveng = (g1, ---» &) € Fynwithrank,(g) = nandk <n

Z4(8) = {(F(g)). ... F(g,) | deg F < k)

is a Gabidulin code of length n, dimension k and distanced = n — k + 1.

g

[1]
A generator matrix of & ,(g) - M (g) = g: Moore matrix

k—1
g[ ]
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Gabidulin codes

cxld = Xé]i
- F(X) =de[d] + ...+ fix1H + fowithf, # Oisa g-polynomial
- degqF =d

Giveng = (g1, ---» &) € Fynwithrank,(g) = nandk <n

Z4(8) = {(F(g)). ... F(g,) | deg F < k)

is a Gabidulin code of length n, dimension k and distanced = n — k + 1.

________ oMM e
AN(G (&) = G14(8)
~
AN
dim&,,.(g) = min{k + i,n}
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Decoding Gabidulin codes

cxld = Xé]i

- degqF =d

- F(X) =de[d] + ...+ fix1H + fowithf, # Oisa g-polynomial

Giveng = (g1, ---» &) € Fynwithrank,(g) = nandk <n

Z4(8) = {(F(g)). ... F(g,) | deg F < k)

is a Gabidulin code of length n, dimension k and distanced = n — k + 1.

We can efficiently ¢

(Key equation - We

ecode these codes and cor
ch-Berlekamp method for

ectuptor=—

2eed Solomon codes) [GABORIT, RUATTA, SCHREK, IEEE Trans. Inf. Theory 2016)

n—=k

errors without knowing g

[ARAGON, GABORIT, HAUTEVILLE, TILLICH, ISIT 2018]
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GPT Cryptosystem

Gabidulin, Paramonov, Tretjakov, 1991

Following the version of [GABIDULIN, OUVRISKI, Electron. Notes Discrete Math, 2001]
[GABIDULIN, OUVRISKI, WCCC, 2001]

Key Generation ﬁ

- G (g),aGabidulin code with generator matrix —— | G,

- The row scrambler, a k x k random invertible matrix in [qu > S
- The distortion matrix, a k X A random matrix in [qu ofrank =5 < A - | X P
- The column scrambler, a (4 + n) X (4 + n) random matrix in I]:q >
Private Key €\ Public Key C
G S G — S X GS@C
( sec . . ) pub ( )
P P
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GPT Cryptosystem

Gabidulin, Paramonov, Tretjakov, 1991

Following the version of [GABIDULIN, OUVRISKI, Electron. Notes Discrete Math, 2001]
[GABIDULIN, OUVRISKI, WCCC, 2001]

Public Key €

Gpub = 5 ( X Giec )

. . k
Encryption of a plaintextm € T,
Choose arandome € [}, of rank,(e) = = and compute the ciphertext

¢c =mG,,, +e

|
l

€ €, code with G, as generator matrix
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GPT Cryptosystem

Gabidulin, Paramonov, Tretjakov, 1991

Following the version of [GABIDULIN, OUVRISKI, Electron. Notes Discrete Math, 2001]
[GABIDULIN, OUVRISKI, WCCC, 2001]

Private Key €\

(| G |, )

Decryption of the ciphertext ¢

Decode the last 7 components of

cP! =mGpubP‘1+«9P‘1 =m S ( X| G, ) eP!
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GPT Cryptosystem

Gabidulin, Paramonov, Tretjakov, 1991

Following the version of [GABIDULIN, OUVRISKI, Electron. Notes Discrete Math, 2001]
[GABIDULIN, OUVRISKI, WCCC, 2001]

Private Key C\ Public Key €

( Gec ) Gpub — ( A Giec )

S is not relevant, we can omit it.
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Overbeck's attack

Remark [overBeck, J. Cryptology, 2008]

The g-sum operator allows us to distinguish Gabidulin from random codes.

G random code, gen. matrix C
g C

g i (i+ Dk
M. (8) = : Clil
[k—1+i] n

g

ank@,. (g) = min{k + i, n} rankA,(C) = min{ (i + 1)k, n}

with prob. > 1 — 4™

PQCrypto 2023
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Overbeck's attack

_____ oMM
M, {(8)
NG, = A2 4 N
/ \ P (P)=P
o X 0 P has coeff.in F
up to row elimination \ 1
A gen. matrix of &, .(g)
g
[1]
g
Mk+i(g) — :
glk=1+
PQCrypto 2023
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Overbeck's attack

_____ oMM
m
k z(g)
Ai(Gpub) — é ’ P
/X 0
RowSp(X) C RowSp(A (X))
rank(X) < min{(i + 1)s, 1}
PQCrypto 2023
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Overbeck's attack

_____ LM N
M;./(8)
/X 0
/

f for a certain 7, rank(X) = 1
dim(AL ) =k + i+

dim(A(B ) =n+A—(k+i+ ) =n—k—i =dnG,, (g)*

l

Ai(%pub) has a parity check matrix of the form Hpub = 0 Heo|e (P~H
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Overbeck's attack

_____ LM N
M;./(8)
/X 0
/

f for a certain 7, rank(X) = 1
AM(ALB ) = k+ i+

dim(Ai(%pub)l) =n+l—(k+i+A)=n—k—1i = dim?kﬂ'(g)l

l

A€ ) has a parity check matrix of the form  H, p!

|
—

Hk+i

PQ 202
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Overbeck's attack

f for a certain Z, rank(X) = A
dim(A(G ) = k+i +

dim(Ai(%pub)l) =n+A—(k+i+Ad)=n—k—i = dim?kﬂ-(e‘{)l

l

Any inv. matrix 7'with coeft.inlF s.t. H T = 10| Hy | isavalid column scrambler

l

1t suffices to decode the last 72 components of 71— m
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Overbeck's attack

f for a certain Z, rank(X) = A
dim(A(G ) = k+i +

dim(Ai(%pub)l) =n+A—(k+i+Ad)=n—k—i = dim?kﬂ-(e‘{)l

l

Any inv. matrix 7'with coeft.inlF s.t. H T = | 0| Hpy; | isavalid column scrambler

l We don't need to know g to decode.
1t suffices to decode the last 72 components of 71— m
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- Find an 1 for which

- Finda(n + A) X (n + A) invertible matrix 7" (valid column scrambler) with coeft. in I]:q .t.

. Decode the last 7 components of ¢ 7! and retrieve the plaintext m

PQCrypto 2023

The Overbeck’s attack in a nutshell

rank(X) = 1 = dimA(E ) =n—k—1i

T ALG,

HpubTT —

H/

ul;) —

M) |

X

0
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An important remark about the Overbeck’s attack

ffori = n —k — 1,rank(X) = 1

PQCrypto 2023

dim(A(Cpp)) =n—k—(n—k—1)=1 =dim@,_ ()"
G148 = (v)

l

A6 ,,;,) has a parity check matrix of the form H,,,, = ((0,...,0) [ v) -

(P—I)T

Many papers in the literature describe the attack just for this choice of 7

|

This is a specific case!
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Twisted Gabidulin codes

Aspecial class of g-polynomials of deg < &, £ = 2 twists

sty <k

k—1 2
FX) =) X4+ X0 with £,y # 0
i=0 =1

n—k—2

=204+ 1),0=30+1)5="—

- O0<hy<hy<k-=1,|hy—hy|>1

- ne )

X X[l] X[h1: X[hz] X[k—l] X[k—l‘Hﬂ X[k—l‘Hz]

PQCrypto 2023
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Twisted Gabidulin codes

A special class of g-polynomials of degq <k,

k—1

4
FOXO) =) fiXW4+ Y g fXE10with £, # 0

i=0 j=1 \

AN

Giveng = (g1, ---»&,) € Fynwithrank,(g) = nandk <n \
Corng = LF(g),....F(g)) | degqF < k}

is a twisted Gabidulin code of length 2, dimension k and distance d = n — k + 1 and £ twists
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Twisted Gabidulin codes

A special class of g-polynomials

k—1 4
FOXO) =) fiXW4+ Y g fXE10with £, # 0
=0

N\

N\
Giveng = (g1, ---»&,) € Fynwithrank,(g) = nandk <n \

%g,t,h,n — {(F(g1)9 9F(gn)) ‘ degqF < k}

is a twisted Gabidulin code of length 2, dimension k and distance d = n — k + 1 and £ twists

_____ LM
dimA(Cyyp,) = min{k +i+ (@ + 1),n}
AN
N\
dimA(G; 4 ) Increase faster than dimA (& (g))
PQCrypto 2023
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Twisted Gabidulin codes

A special class of g-polynomials

k—1 4
FOXO) =) fiXW4+ Y g fXE10with £, # 0
=0

N\

N\
Giveng = (g1, ---»&,) € Fynwithrank,(g) = nandk <n \

%g,t,h,n — {(F(g1)9 9F(gn)) ‘ degqF < k}

is a twisted Gabidulin code of length 2, dimension k and distance d = n — k + 1 and £ twists

AiMALB gz pp,) = min{k + i + £(i + 1), n)

dimA.(€) = min{(i + 1)k, n} where € is a random code

PQCrypto 2023
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Twisted GPT

Private Key & Public Key &\
( Gsec ) Gp”b - ( X Gsec )
o p P
Gy | — Agen.matrix of €, 5, , With £ twists

Why is this resistant to Overbeck’s attack? [puCHINGER, RENNER, WACHTER-ZEH, accT, 2018]

- They choose parameters for which:

dimAn_k_l(cigg,t,hﬂ)l =min{n—1+7(n—-k),n} #1 q k n m 4 A S
2 18 | 26 | 104 2 6 1

/ 2 21 33 | 132 2 8 1

2 32 | 48 | 192 2 12 2

Recall: this is just a specific choice of Z
the Overbeck's attack is more general

PQCrypto 2023
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[PUCHINGER, RENNER, WACHTER-ZEH, ACCT,2018] proposal is partial, since they don't provide any decoder correctingup to 7 =

Decoding Twisted Gabidulin codes

Private Key & Public Key &\
( Gsec ) Gp”b - ( X Gsec )
o p P
Gy | — Agen.matrix of €, 5, , With £ twists

Decoder for twisted Gab codes with # = 1and special choice of parameters, correcting <

[RANDRIANARISOA, ROSENTHAL, ISIT, 2017]

n—k—1

eIrors

n—k

2

We can apply the decoding algo of Gab codes to twisted ones and correct <

n—k—=2

+ 1

errors

PQCrypto 2023

We can decode without knowing g
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Overbeck’s attack for Twisted GPT

Classical GPT Twisted GPT
M (@ AL(G7)
AGyp) = . | MG = P
P ) £

X|/ 0 X| /0

/ /

Agen. matrix of &, (g) = A(€(2)) A gen. matrix of %g,t,h,”
- Find an 1 for which - Find an 1 for which
rank(X) = 1 <= dimA(G,,,)" =n—k—1i ank(X) = 1 = dimA(G ) =n—k—i—£(i+1)

A{(E ;) has a parity check matrix of theform  H,, =/ 0 | H -] (p=HT

PQCrypto 2023
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Extended Overbeck’s attack

We can extend the attack forany 1 s.t. A

Ai(Gpub) — 0
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Extended Overbeck’s attack

We can extend the attack forany 1 s.t. A

0

Ai(Gpub) —

n

Stabright(Ai(Cgpub)) — {M | Ai(cgpub)M C Az(cgpub))}

|

(n + 4) X (n + A) matrix with coeff.in I,

PQCrypto 2023
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Extended Overbeck’s attack

We can extend the attack forany 1 s.t. A
0
Ai(Gpub) = P
0
n
(L, O (0 O

|

minimal decomposition of Stab,,ight(Ai(%pub)) into orthogonal idempotents

|

E:=E.,E; =E,

PQCrypto 2023
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Extended Overbeck’s attack

We can extend the attack forany 1 s.t. A
0
Ai(Gpub) = P
0
n
_ (40 (00
Stab,ight (AL ) = (M | A (B )M C €} 2 E; = P o o) 2= o )P

|

minimal decomposition of Stab,,,-ght(Al-(%pub)) into orthogonal idempotents

|
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Extended Overbeck’s attack

We can extend the attack forany 1 s.t. A
0
Ai(Gpub) = P
0
n
_ (40 (00
Stab,ight (AL ) = (M | A (B )M C €} 2 E; = P o o) 2= o )P

|

minimal decomposition of Stab,,,-ght(Ai(%pub)) into orthogonal idempotents

Any minimal decomposition of Stab,,l-ght(/\i(‘gpub)) contains a unique matrix ' = A_lEzA, of rank(F) = n

rule out the distortion matrix X

ec

PQCrypto 2023
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Extended Overbeck's attack in a nutshell

- Find an 1 for which

Ai(Gpub) —

- Compute a minimal decomposition of Stab,,ight(Ai(%pub)) into orthogonal idempotents

|

extract F

- Decode the last n-components of ¢/

CF — mGpubF'l‘eF

N=(0]|G.,)PA

ec

PQCrypto 2023
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Extended Overbeck's attack in a nutshell

- Find an 1 for which

Ai(Gpub) —

n

- Compute Stabjgn(A{E ,,p)) - linear algebra

- Compute a minimal decomposition of Stab,; (A (G into orthogonal idempotents <« [FRIEDL RONYAI, STOC 1985]
P ¥ r lght( 1 P”b)) g P [RONYAI, J. Symbolic Comput. 1990]

I simpler method,

extract £/ specific setting

- Decode the last n-components of ¢/

CF — mGpubF'l‘eF

N =(0]G,PA

ec
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Thank you
for your attention
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