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NTRU: Our work:
e First practical lattice-based cryptosystem. e Open source G6K-based Python
e Most NIST PQC standards are heavily implementation for attacking NTRU.
influenced by NTRU. e New record computations. (For both
Progress in theoretical NTRU cryptanalysis: overstretched and non-overstretched NTRU.)
e [ABD16,KF17,DvW21]: Discovery of the e New lattice bases, that significantly improve
NTRU regime. the performance of attacks. 1= Topic of this talk.
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The NTRU Problem

Parameters: NTRU as a Lattice Problem [CS’97]:
e ngeN, e |dentify ring elements a € R with their
o &€ 7Z[X], deg® = n, coefficient vectors
o ring R := Z[X]/(®), a+...+ap_1 X"~ (aoy...,an—1) € Z".

e Gives rise to a lattice:
e length bound o > 0. ves I

L:{(g,f)eR2 |g5fhmodq}
NTRU Problem

Given: Attack strategy:
e heR. e Run BKZ lattice reduction algorithm on L to
obtain v € £ with ||v|| < ov/2n.
Find: o Complexity depends on:
o f,gc R\ {0}’ such that 1. the lattice dimension d = 2n,

2. the lattice ga
1. g=fh mod gq, gp

2. Il lgll < o/, % ==
et q

1= E X' || =4/ E a2, . ) ) ) .
i i [& [CS'97]: Coppersmith, Shamir. Lattice Attacks on NTRU. EUROCRYPT'97.
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Idea:

e Solve the induced NTRU problem over
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e Lift to solution over Z[X]/(X" —1).

Mod &3 Mod &,
Solving | Easy 77?7
Lifting | Difficult Easy

Is solving mod &, easier than mod X" — 17

e [ntuitively, yes:
1. Lattice dimension decreases by 2.
2. Lattice gap does not change.

e [DDGR20] estimator disagrees.

& [DDGR'20]: Dachman-Soled, Ducas, Gong, Rossi. LWE with Side Information:
Attacks and Concrete Security Estimation. CRYPTO'20.



How to Not Improve the Attack

NTRU with X" — 1:

e For every i € N, we have
IX"- gl = llgll and X - £]| = |I£]].

15#X" =1 mod (X" — 1).



How to Not Improve the Attack

NTRU with X" — 1:

e For every i € N, we have
IX"- gl = llgll and X - £]| = |I£]].

15#X" =1 mod (X" — 1).

e The NTRU problem has n solutions
X . g=(X"-f)-h mod (q,X" - 1),

where i =0,...,n— 1.



How to Not Improve the Attack

NTRU with X" — 1:

e For every i € N, we have
IX"- gl = llgll and X - £]| = |I£]].

15 X" =1 mod (X" — 1).

e The NTRU problem has n solutions
X . g=(X"-f)-h mod (q,X" - 1),
where i =0,...,n— 1.

[DDGR20]
Presence of many solutions increases success
probability of BKZ.

[ [DDGR'20]: Dachman-Soled, Ducas, Gong, Rossi. LWE with Side Information:

Attacks and Concrete Security Estimation. CRYPTO'20




How to Not Improve the Attack

NTRU with X" — 1: NTRU with ®, = X" 1 4+ X" 24 4+ X +1:

e For every i € N, we have
IX"- gl = llgll and X - £]| = |I£]].

15#X" =1 mod (X" — 1).

e The NTRU problem has n solutions
X' . g=(X"-f)-h mod (q,X" —1),
where i =0,...,n— 1.

[DDGR20]
Presence of many solutions increases success
probability of BKZ.

B [DDGR20]: Dachman-Soled, Ducas, Gong, Rossi. LWE with Side Information:
Attacks and Concrete Security Estimation. CRYPTO'20



How to Not Improve the Attack

NTRU with X" — 1: NTRU with &, = X"~1 + X"2 4+ 4+ X +1:
e For every i € N, we have e Forn=5and f =1+ X + X2 — X3, we have
IX - gll = llgll and X - £l = [If]. X mod &y =2X?4+2X2 42X + 1.
I'=X" =1 mod (X" —1). ° Hf||:\/2:2' but ||XfH:\/ﬁ%36

e The NTRU problem has n solutions
X' . g=(X"-f)-h mod (q,X" —1),
where i =0,...,n— 1.

[DDGR20]
Presence of many solutions increases success
probability of BKZ.

B [DDGR20]: Dachman-Soled, Ducas, Gong, Rossi. LWE with Side Information:
Attacks and Concrete Security Estimation. CRYPTO'20



How to Not Improve the Attack

NTRU with X" — 1: NTRU with ®, = X"~1 £ X"=2 4 4 X + 1
e For every i € N, we have e Forn=5and f =1+ X + X2 — X3, we have
IX"- gl = llgll and X - £]| = |I£]]. X-f mod &, =2X3+2X%+2X + 1.
I'=X" =1 mod (X" —1). ° Hf||:\/2:2' but ||XfH:\/ﬁ%36
e The NTRU problem has n solutions °

X' . g=(X"-f)-h mod (q,X" —1),
where i =0,...,n— 1.

[DDGR20]
Presence of many solutions increases success
probability of BKZ.

B [DDGR20]: Dachman-Soled, Ducas, Gong, Rossi. LWE with Side Information:
Attacks and Concrete Security Estimation. CRYPTO'20
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e The NTRU problem has n solutions °

X' . g=(X"-f)-h mod (q,X" —1),

where i =0,...,n— 1.
[DDGR20] [DDGR20]
Presence of many solutions increases success Benefits of decreasing lattice dimension are
probability of BKZ. outweighed by decrease in success probability.

B [DDGR20]: Dachman-Soled, Ducas, Gong, Rossi. LWE with Side Information:
Attacks and Concrete Security Estimation. CRYPTO'20
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Decrease dimension by 4.
Decrease length of (X' - g, X' - f).

{(g,f) | g = fhmod (q, X" — 1)}

i Decrease dimension by 2.
Change ring.

Increase length of (X' - f, X' - g).
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