
2023 Rump Session



Now presenting:  Dustin Moody, NIST  Presentation  of 
Plaques
On deck: Po-Chun Kuo, Preon: Digital  Signature  from 
zk-SNARK
In the hole: Scott Fluhrer,  Signature  Limbo



NIST’s PQC Selections

• CRYSTALS-KYBER

• CRYSTALS-DILITHIUM 

• FALCON 

• SPHINCS+











Now presenting:  Po-Chun Kuo, Preon: Digital Signature  
from zk-SNARK
On deck: Scott Fluhrer, Signature  Limbo
In the hole: Varun Maram, Does Post-Quantum  Come After Quantum  Cryptography



August 2023

Digital Signature from zk-SNARK

Po-Chun Kuo @BTQ



● preon ≈ Aurora + AES
○ Aurora: post-quantum zk-SNARK
○ AES as one-way function

● Optimization: replace prime field with binary field
○ 14240 → 3656 constraints
○ 4x speedup, with additional 2–3x via Additive FFT
○ About 20% smaller signature
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preon: under the hood



● Selective Reveal: let m = m0 || m1
○ Public m0
○ Private m1

■ As a witness in Aurora
■ Prove f(m1) in Aurora

● R1CS format for f()

○ Friendly to developer
○ Relatively easy to verify the circuit
○ Various compilers support languages such as C++/Rust/Haskell
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preon:beyond digital signature





Thank You
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Now presenting:  Scott Fluhrer, Signature  Limbo
On deck: Varun Maram, Does Post-Quantum  Cryptography 
Come After Quantum  Cryptography?
In the hole: Hyungrok Jo, IWSEC2023 CFPa



Let’s Play Signature Limbo
How low can you go (RAM needed during signing)

Falcon

Dilithium

Sphincs+

14k RAM used

  5k RAM used

  1k RAM used

https://github.com/sphincs/low-ram-sphincsplus



Now presenting:  Varun Maram, Does Post-Quantum  
Cryptography Come After Quantum  Cryptography? 
On deck: Hyungrok Jo, IWSEC2023 CFPa
In the hole: Daniel Smith-Tone, Breaking  SCRAP

























































































Now presenting:  Hyungrok Jo, IWSEC2023 CFPa
On deck: Daniel  Smith-Tone, Breaking SCRAP
In the hole: Ryann Cartor, PQCrypto 23 Group Avatar 

















Now presenting:  Daniel  Smith-Tone, Breaking SCRAP
On deck: Ryann Cartor, PQCrypto 23 Group Avatar 











Now presenting:  Ryann Cartor, PQCrypto 23 Group 
Avatar 



1) What are you using your drink ticket for? (Beer, wine, other) 
2) What is more fun? (Cryptanalysis or constructing schemes) 
3) What is your main interest? (Code-based, multivariate, lattice based, Isogeny based)
4) Where do you work? (Academia, Government, Industry?)
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